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SUBJECT:  Use and Misuse of Government Resources

PURPOSE:  Provide information about the Annual Ethics Training theme for AMC for CY 2000.

FACTS:

• Office of Government Ethics (OGE) and DoD Regulations require all employees. who
file a financial disclosure report, to have a minimum of one hour of ethics training each year.  This
requirement includes all general officers and members of the senior executive service, including
STs, and all other employees whose position requires them to file an OGE Form 450.
 

• The AMC Command Counsel identified "Use and Misuse of Government Resources"
as the theme for the ethics training in AMC for CY 2000.  He issued a memorandum to all his
Chief Counsels to establish this theme and encourage them to use this theme within their own
organizations.  This was further reinforced when the Command Counsel met with his Chief
Counsels at the annual Continuing Legal Education (CLE) program.  In addition, the head of his
Ethics Team prepared a training package that has been distributed to all AMC legal offices.
 

• The training will focus on Government computers, e-mail and internet access, and
revolve around these principles:

 
 ••   These resources are paid for with taxpayer money and provided to employees to

accomplish mission, not for employees' personal convenience or as their personal resources.
 
 ••   However, employees have a "life" outside the Federal workplace, and sometimes this

"life" needs to be attended to during the workday.
 

• The ethical rules that address these principles are:
 

 ••   The OGE Standards of Ethical Conduct require employees to conserve Government
resources and to ensure that they are used only for authorized purposes.
 
 ••   The DoD Joint Ethics Regulation permits "agency designees" (supervisors) to
authorize some limited, occasional personal use, subject to conditions (e.g., no significant
additional cost, and no embarrassment to DoD).
 
 ••   As the "agency designee" for AMC, the CG issued AMC Policy #97-08 that, subject
to additional local restrictions, permits AMC employees some limited, occasional and
reasonable personal use.

 
• Authorized personal use of Government communications systems, including e-mail

and internet access, might include:
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 ••   Checking with children when return home from school;
 ••   Dealing with automobile mechanic;
 ••   Making a medical appointment;
 ••   Making a financial transaction;
 ••   Checking a sports score.

 
• Authorized personal use will never include the following:

 
 ••   Sending or forwarding chain letters (even if for a "good cause");
 ••   Fundraising (except CFC and AER);
 ••   Surfing or sending sexually oriented material;
 ••   Gambling, or any gaming on the internet;
 ••   In furtherance of any off-duty employment or business activity.
 

• The training concludes with a reminder of what e-mail is, and is not.  This is
important especially for our official use of e-mail.

••   E-mail is not private conversation.
••   E-mail is a record, and when it is deleted, it is still archived.
••   As a record, e-mail is subject to FOIA and it is discoverable in litigation.
••   Write every e-mail as if it were a memorandum on letterhead, with the knowledge that
it might become public in the future --

•••  Avoid gratuitous remarks.
•••  Avoid jokes.
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